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Getting Started

Getting Started

Introduction

Welcome to the Triofox Web Portal User Guide. This guide describes the functionality
of the web portal for Triofox users.

Triofox helps businesses mobilize their file servers by enhancing existing Windows file
servers with secure remote access, mobile file sharing, data protection and cloud
migration, while addressing business concerns about security, privacy, compliance,
and control.

Triofox adds ransomware protection and automatic alerting mechanism to your file
servers. It continuously monitors all Triofox clients for unusual activity and
automatically shuts them down when it detects a potential attack.

With Triofox, companies no longer need to rely on a VPN or a corporate computer to
securely access files. Triofox eliminates data sprawl by keeping data on local file
servers, and balances mobile productivity with centralized management and access
control.

Triofox integrates natively with Active Directory and retains all existing NTFS
permissions, eliminating the need to create new user identities. With military-grade
encryption and secure connections, you can leverage existing users and permissions,
saving time and money during setup. Files remain on local file servers and are
encrypted in the endpoint cache.

Triofox includes the backend Triofox server running on the Windows Server platform,
front-end client applications for Microsoft Windows, Mac 0OSx, and mobile clients for
Android and Apple iOS operating systems.

The Web Portal is an integral part of the solution for the following reasons:

o most of the management work is done on the web portal.

« downloading other native client agent software starts from the web portal.

o web browser file manager has a rich and responsive feature to manage files,
sharing, and collaboration.

Other essential features and functions of the web portal are also covered in this
document.
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Brower Requirements

Brower Requirements

The web portal runs inside compatible web browsers. We recommend using the
following web browsers.

o Google Chrome (Latest)

o Firefox (Latest)

» Safari (Latest)

o Windows Edge (Latest)

o Opera (Latest)

« Internet Explorer (11)
Warning

For administrative work, the Web Portal no longer supports Internet Explorer 8.

Note

Google Chrome and Firefox have self-updating features, so in most cases you use
the latest version. It is OK if these web browsers are not the latest as long as they
were released after 2011.

For the best user experience, we recommend the latest version of the web browser.
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Different Scope of Users

Different Scope of Users

Administrator

Administrator is a management scope that typically maps to a company or a group of
users collaborating on a set of documents. In Triofox, it is referred to as the Cluster
Administrator count as well.

In this scope you can see the published shares, your website URLs, system statistics,

reports, and other aspects that help you manage your solution.

8/ Triofox > DASHBOARD 30 trial day(s) left. W
Published Shares
= [ File uploads in fast 60 minutes
w7y  Youhave 1 file share published. ia
= 04—-o—-o oo
" 05
0 -1.0
== SHRLOPRD PRSI
= FFFSFFFTS S S S
Q . i
ol My Website URL Edit URL
{C__/J You and your users can access the published shares (and/or management
i 5 File uploads in last 24 hours
@ console) from the following web site URL: 10
) 05
e
30 Web File N ) i , s
= https://win-bp909l6epkq.triofox.io/portal/files I T
Browser: FTELE LT EL TS S
Admin
Console: P ole O
| Bandwidth usage in last 60 minutes (Upload)
1 Bytes
@ Help tics 0 Bytes- o—o o 3
-1Bvtes 22

Access File Servers to manage all servers and their respective shares.
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Different Scope of Users

Triofox > DASHBOARD > FILE SERVERS ENTERPRISE EDITION

©

FILE SERVERS

Published Shares
File Servers
Devices
Lo X3 0
& aa z
r

& Users Add New Server Cloud File Server win-Banjeiui

M Reports

5:@3 Settings

Client Downloads
@ Triofox > DASHBOARD > CLOUD FILE SERVER ENTERPRISE EDITION

CLOUD FILE SERVER +
X
=
3 AWS f ><

;D 53 Cloud Srorage i s
o]
2
4
18
=

Delegated Administrator

A delegated administrator is a normal user most of the time. However, delegated
administrators can be elevated to cluster administrators by adding them under System
Info -> Administrators. To create this type of administrator, follow these steps as
Cluster Admin. Click the "System Info" icon in the upper right corner. Then select
"Administrators”.

@ Triofox > DASHBOARD > SYSTEM INFO 30 trial day(s) left. W

Cluster Info .
’ %, Administrators

>
Product Name Triofox > 7 Cluster Branding >
) .
Assigned License Count  Trial ends in 30 days > €3 Cluster Settings >
Cluster 1D PzVkgZa+mWwmlsKysosfuHIGpQcrSIvLpOT7 su¥nUcdw+pUHOY3VCaS2RLBIMSP @) Languages 5
D
) Antivirus >

Copyright © 2022 Gladinet, Inc. 5



Different Scope of Users

Then add the user email address(es) for additional cluster administrators

@ Triofox > DASHBOARD > SYSTEM INFO > ADMINISTRATORS 30 trial day(s) left. W

DEFAULT ADMINISTRATOR
EDIT

Cluster Admin EDIT

ahsana@triofox.com EDIT RESET PASSWORD

="

Additional Cluster Administrators (add other users to administrators) (email1;,email2):

EDIT

Native User

Native users are users that have credentials to log into Triofox and are not in Active
Directory. They can be added manually under Access Control for various folders to

grant them access.
Active Directory (AD) Users

AD users are users who are added once you have integrated Active Directory into your
Triofox environment. You can add users via groups in your Active Directory domain

controller or you can add individual users.
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Web Portal Login

Web Portal Login

To get started, point your web browser at the Triofox server.

If you are the system administrator for the Triofox server and are in the server's
console, you can point your web browser to http://localhost.

If you are on the Local Area Network, you can point your web browser to the IP address
of the Triofox server - http://<ip-address>

Usually and in production, you will point your web browser to the DNS name of the
Triofox server, e.g. https://<DNS-Name-Of-Server>

Once you are in the web portal, you will first see the login page.

triofox
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The Web Interface

The Web Interface

The web client interface has three panels from left to right, the left tree panel, the
middle

file and folder panel, and the right information panel. Many of the management

functionality are done over the web portal. The web client also has the files and folder's
view.

Normal Web Portal View

@ > FILEBROWSER &

|

L]
]
H

i

I
i
>

il
LU
H

Left Tree View

The left-tree view can be toggled by clicking the tree icon.
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The Web Interface

@) > FILE BROWSER

@r All my files
@ Quick access
My favorites

Shared files/folders

Install Windows Client

Storage
0 Byte of Unlimited
(24 folders, 117 files - 4.8 MB)

More Actions

You can click on the three stacked dots on the top right to see more

hadroncloud-yuening-cstack
‘_j] European Characters ren
E fileType
‘i] folder1
E FolderX
E LargeFile
ﬁ Level + 1 folder

E Renamed Ubungsblatter

E Special & Char

i Special_Test & #+@,(Copy)S" ~'Folder' A

E targetFolder
E Team

i test files
E test folder01
E test folder02
E test folder03
i test folder04

=3 Trinfaviriua

?:g All my files> hadroncloud-yuening-cstack

fileType

FolderX

Level + 1 folder

Special & Char

targetFolder

test fil

@
4]

oo oo 0o

test folder02

options, e.g.,

upload file or folder, create a new file or folder, etc.

@) > FILE BROWSER

Q ?8 All my files > AWS

| &

{5\ All my files A
@ folder z

Quick access =

1 va

My favorites E] folder3 Q
Shared files/folders 1 ats

@ Install Windows Client E Zoltan Folder

¥
Vi

FinalTriofox_vo.mp4
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The Web Interface

Switch between Icon and List view

%8 All my files > hadroncloud-yuening-cstack
d ES Large Icon View

Small Icon View

ooo i
[i i @ R sy .uuu Medium Icon View
ﬁ BS0T#FId Detail List View
B

3 #xiEz00

3ladinet 3ladinet

test003.ppt test004.1.htm test004.2.html

%g All my files > hadroncloud-yuening-cstack Earge oori View ’\j
m] @ A"p'ma mmnn_renamed ggg Medium Icon View 41:04 PM
ﬁ‘ Small Icon View
@) @ A KEa 41:04 PM
Detail List View
(@] @ FX-IERDIr01 5/13/2022 2:41:04 PM
O ﬁ B3O04FId 5/13/2022 2:41:04 PM
@] Café renjpg 1142 KB ipg 7/29/2020 1:42:14 PM
@] keyboardjpg 44MB irg 7/29/2020 12:04:08 PM
@] test003.ppt 101 KB ppt 5/11/2022 1:50:21 PM
If you switch to the list view, you get detailed information about the file.
Right Info Panel
You can access the Info Panel by clicking on the (i) icon in the upper right
@) > FILE BROWSER 2>
O\ f:% All my files > AWS - = = = == -c 6!’5}
E s Activities | Sharing and Collaboration
<K AWS
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The Web Interface

All current activities regarding the content are displayed here.

sud-yuening-cstack

600

Activities | Sharing and Collaboration
ers ren 3 stervee ’
hadroncloud-yuening-cstack
E Folderx ~
(ME) UPLOADED FILE You
- 2Days ago
£ revers 1 foiser 1est003.ppt
(ME) UPLOADED FILE You
3sblatter E Special & Char - .
ays ago
test003.ppt
~'Folder' A ﬁ targetFolder
(ME) ACCESSFILE You
- 2 Days ago
ﬁ et test003. ppt
ﬁ test folder02 (ME) ACCESSFILE You
- 2 Days ago
test003.ppt

The “Sharing and Collaboration” tab displays the list of existing shares for the file or
folder, and if it is a folder the devices is linked to.

Activities | Sharing and Collaboration

AWS

Cf;ﬁ Faolder Shared with 0 people V74
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Icons in Web Interface

lcons in Web Interface

After you log in, you will see all the folders and files you have access to in your web
portal file browser. The folders can be on the local file server on your company's
network or folders for files in the cloud, for example, Amazon AWS S3 or Microsoft
Azure Blob.

There are many different icons in the web interface. Here is a list of them.

Folders

Mounted Storage

This folder represents mounted/attached storage. For example, a mounted file server
network share or a connected Amazon S3 bucket looks like this.

Sync From Remote

This folder represents synchronization folders from remote PCs or Server Agents.

Received Shares

This folder represents the root folder of all the shared files and folders from other
users.

Regular Folder

This folder represents a regular folder.
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Icons in Web Interface

Other Icons

Upload File/Folder

aly

New Folder

5]

New Word Document

=

New Excel Document

S

New PowerPoints Document

[

New Text Document

=
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File Browser

File Browser

You can double-click any folder to see all subfolders and files inside.

The file browser view has some additional options on the left panel, which are listed
below:

o All my files, displays all files and folders.

o Quick access, displays all files that have been accessed recently.
o My favorites, displays all files that have been marked as favorites.
« Shared files/folders, shows all shared files and folders.

o Device backups, displays all devices that have been backed up.

« Install Windows/Mac client, once clicked, it will open a window to download
the client.

Plus Icon

You can also use the plus icon at the bottom right to see more options, such as upload
a file or folder, create a folder, and new documents.
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File Browser

G Upload File

]

ﬁ Upload Folder
ﬁ ﬁ =

‘-_:'3 New Folder

% New Microsoft Word Document

FinalTriofox_vS.mp4 ricfox final.wmv

2@ New Microsoft Excel Document

% New Microsoft PowerPoint Document

Create Folders

You can create folders in Triofox web portal.

To create a folder, go to the parent folder and click New Folder in the drop-down menu
or right-click in the folder background and select New Folder in the context menu.

) > FILE BROWSER

2> Allmy files
s 2]
Quick access
Ar My favorites - P -
{ i _J
- Shared files/folders
E55 Install Windows Client i) & ]
- feor w h‘ ed U L] xCf {} Upload File
e - cd 3 =
= 4} Upload Folder
Ll ™ S '\\J‘:) New Microsoft Word Document

W proain
/@ New Microsoft Excel Document

% New Microsoft PowerPoint Document

B3 et [ testfoderns t‘:'é) New Text Document -
-
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File Browser

Upload Files/Folders

In Triofox, you have various options for uploading files and folders. Using the "Upload
file" option under Upload, you can upload one file at a time. Using the option "Upload
folder" under Upload, you can also upload folders. Last but not least, you can also use
the "Upload Folders and Files" option to upload multiple files at once, or you can drag
and drop files from a local desktop to the Triofox Cloud web portal to start the upload.

It is possible to upload multiple files at once. This is supported by all browsers. The
same applies to the Upload Folder. To access these options, click on the "+" icon (1)
or right-click on the portal background (2) and select your upload option there.

Copyright © 2022 Gladinet, Inc. 16



File Browser

g E windows folder

E NPT DInna_rename

d

[f B30{%FId

Sladinet B
G Upload Folder
| e |
test004.2.htm 005.txt{ @ New Folder
_. % MNew Microsoft Werd Document
}% New Microsoft Excel Document
F‘)} New Microsoft PowerPoint Document
% New Text Document
B Al my files = hax
| | 5
~
- 0
| |
=

Upload Folder

2] RequestaFiie

New Folder
% New Microsoft Word Document

D New Microsoft Excel Document

Microsaft PowerPoint Document

B New Text Document
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File Browser

After clicking on the upload option, you can browse to the file or folder you want to
upload. Use the Ctrl key to select multiple items.

) > FILEBROWSER

&~
@ Open x I
2 & 5 ThsPC » Downloads o
Organize v New folder v m @ T
docs A [ Neme Dste modfied ¥
webporal < Todey @ |
— 1 App_Bundie_and_APK 41051 2hzip
@ OneDiive App_Bundie_and APK 41051 (2
| i ~ Last week (22)
3 30 Ojects 1 App_Bundie_and APK 41081 (1)2ip
P 1 App_Bundie_and APK 41051.5p
% (153955311 desktop-qlga2gtriofox i, 110ATER2.
2 Documents
1 triofor-13.5.41020-158apk
¥ Doscleads dloudconn-115.41051-158.apk
$ Music € grey-leat-sequin-mini-dress.htm
= Pictures 15" rest3ppt
B videos e g
£ Windows-S5D (C Vindoweizo -
o Mo tripnTanD 1D 1) e
o Network v«
File name: test003.ppr Al Files () 7
=

Drag and Drop Upload

Latest web browsers that support HTMLS5 drag and drop upload will see "Drop Files
Here" in an empty folder. These web browsers allow you to drag & drop multiple files
directly into the Triofox Cloud. In the latest Google Chrome, Drag and drop folder is also

supported, while the other HTML5-based web browsers support drag and drop of
multiple files.
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File Browser

v /) > FILE BROWSER 2~

tE o . o : B

Renaming/Deleting Folders

To rename and delete files and folders, right-click on the file in the "File Browser" and
select the appropriate context menu item or use the small icons in the Detailed View
bar of the selected item.

@) > FILE BROWSER

Activities . More Info
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File Browser

Downloading Files

There are several ways to download files in Triofox:

When you select a file in the "File Browser", you can use the download icon (1) in the
top bar. You can also right-click on a file and select "Download" (2) in the context menu.
When you are in the "Detailed View" (3), you can select a file and download it in the
same way as in the icon view.

@'J > FILE BROWSER 2~

@ > FILE BROWSER &7

0
12

7 7 [

7/20/2020 3.21.44 PM

772012020 ‘?0.\1

iy
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Sharing

Sharing

Sharing vs Access to File Server Shares

There are two ways to share files and folders in Triofox:

e File Server Shares Access:

Available only to the administrator, who can enable remote access to any existing
file server shares or folders created in Triofox. An administrator can enable access
to shares for native Triofox users or existing Active Directory users.

e Sharing:

Both the administrator and users can share files and folders with anyone who has
an email address. The recipient of the share will receive an email with a link to
open the folder or download the file. If the recipient of the email is also a Triofox
user, he/she can access the shared file or folder directly from his/her account.

Administrators can prevent users from sharing if needed.

Sharing Files and Folders

File Sharing

To share a file, highlight the file and click the 3 dots to bring up the context menu from
which you can select the Share option, revealed in the file header. You can also right-
click the file and select the Share option from the context menu. When the file is
selected and the right panel is open, you will also find a Share link there.
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Sharing

@ > FILE BROWSER &~

Delete

S

After clicking "Share" above, in "Invite People" window, click the email field and enter
the email address(es) separated by semicolons (;) for all people who need access to
the file. You can also add notes if required. Click CONTINUE.

Share test003.ppt’

Invite People : (Email Address, separated by ;)

shareUser@share.com| -

Notes (text will be included in the sharing email):

kg\ _,:;_;:C-‘._I CONTINUE CANCEL
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Sharing

The second share window gives you access to the sharing options panel where you
can make important decisions, such as how long the share should be active and how
much control you want to give the user (e.g., read-only, full-control access). You can
also make this share available to the public by getting a public link. If desired, you can
also subscribe to notifications for the share.

Share 'test003.ppt’

Expires in: 7 Days

BACK D CANCEL

You can access previously shared items by clicking on the share icon on a folder or
file. You can access other shares by opening the right panel and clicking the "Edit"
button next to the "File Shared with people" option.
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Sharing

) > FILEBROWSER 2~

=0

ities  More Info

Folder Sharing

In this example, the icon view has been changed to a detailed view of the files in this
folder. To share a folder, mouse-over it and select the Share icon in the corresponding
row. You can also right-click on the file and select "Share" from the context menu.

) > FILEBROWSER

3o
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Sharing

Removing Shares

When setting up a share, a user can specify an expiration date. Once the share expires,
other users can no longer access the share.

Users can also delete the share manually. To delete a user's access to a share, open
the right panel and click the "Edit" icon for shared items. In the next panel, select the
item you want to change, and then click the Delete icon in the pop-up window to remove
that user's permission to the share.

@) > FILEBROWSER >
es  More Info
notlo
Sodines Sodimet
@ > FILE BROWSER > EDIT SHARE &
Shared with the users listed below:
User Email Full Control Expiration Download Notification Change Notification Naotify User
shareuser@share com True 6 Day(s) 23 Hour(s) [m] (=] o D
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Sharing

Get Public Link

In the Web Portal, you can retrieve the public link for a file with "Read-only" access by
right-clicking on a file or folder.

) > FILEBROWSER

' x
Public Link to 'test folder(02
Enable Public Link

https://desktop-q.triofox.io/portal/s/074450740908539442090
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Sharing

Request a File

You can request a file for folders via the Web Portal.

@ > FILE BROWSER &~

7
]

——— Share

Send a file upload request emall to the following address:

Copy the link below so you can send it to your users manually:

GENERATE LINK

CLOSE
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Sharing

Accessing 'Files/Folders Shared with Me'

When a file or folder is shared with the user, he/she will receive an email. The link in
the email can be used to open the file or folder.

If the user has a Triofox account with the specified email address, the shared files and
folders will appear under the "Files shared with me" folder in both the Triofox Web
Portal and the Triofox Desktop App.

Web Portal

You can access the shared files by clicking the "Shared files/folders" button in the File
Browser view of the Web Portal.

@ > FILEBROWSER &

Desktop Clients

In the Desktop Clients you can access shared files by navigating to the Triofox drive
using the Explorer. There you will find all shared files listed with information about who
shared the file with you.
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| M = | Files shared with me

= O %
Home Share View
* Y X oo iE] x —I‘ T New item ~ D id open - FHselectal
_ : J W Copy path * A T:] Easy access ~ " [ Edit - Select none
Pmatct:ec;;Mk Copy Paste [ﬂ Paite hortt h:lou\je u:tggy Delvete Rename fr:lzvelr Prop'emes B History EE st alectian
Clipboard Organize New Open Select
« o ol <« Triofox Drive (M:) > Files shared with me v O O Search Files shared with me
Archive crashes android A [ Name Date modified Type Size
Hoies Special_Test & #+-@,(Copy)$!'~'Folder' A (Shared byy..  5/17/2022 10:17 AM File folder
web_portal
website
@ OneDrive
= This PC
2B 3D Objects
I Desktop
Documents
¥ Downloads
D Music
=] Pictures
i Videos
% Windows-SSD (C:)
& Triofox Drive (M:)
v Files shared with me
Special_Test & #+-@,(Copy)$!'~'Folder’ A (Shared b
¥ Network
v <
1item
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User Menu

User Menu

Color Themes

Users can customize the theme of their web portal by clicking the user settings icon
and then the down arrow icon. There are 12 predefined color themes and an option for
a custom theme.

L3 C
¢/ > FILEBROWSER &~
I
Follow Browser Locale -
Q %8 All my files > hadroncloud-yuening-cstack @ @
1o} Allmy files ) My Devices
EI European Characters ren E fleType =0
@ Quick access 2 MyGuestusers
O setings
A, fa]
S My favortes B e B o
[& Encrypted Emails
o) Shared files/folders
@ Storage Usage Details
{&) Install Windows Client E LargeFile ﬁ Level + 1 folder
C’j Hﬂ Download and install desktop or server client
Change Password
sto &
o) 08, E Renamed Ubungsbltter ﬁ Special & Char
i Vel Q) Logout yueningliu19951@yahoo.com
[F=]  specialTest. 1~ Folder A 7] tergetFolder

Orange

Blue

Sky Blue
Steel Blue
Lime Green
Olive Green
Teal Green
Mauve

Orange

Pink

Red

Gray

Classic

Triofox Default

Subscribing To Change Notifications for Folders

Users can subscribe to change notifications for folders. Once subscribed, whenever a
file or folder in that folder is changed, the user will receive an email with a list of the
changes. This notification only applies if the change was made by other users. No
notification email is sent if the changes were made by the user himself/herself.

Copyright © 2022 Gladinet, Inc. 30



User Menu

@) > FILE BROWSER =~
Q BE3 sy ias > hackinckcask yviening cotack @ ForouBromecics ®
'T—' Orange
(G2 Altmy files @ ——— E] —_— t‘j o [ MyDevees
%> Quick access 3' My Guest Users
A My favorit Fol | & s
Y Myfavorites ﬁ olc [i E v T Evcopieacmats
o Shared files/folders [ Sorseusage e
B Intall Windows Chent B o ; B B seins (5 I8 Conelond e dskcp o et
Y Storage ) crangePassuors
08yte of et B == B e B3 v (1) - Lovons yuenngiu1 9551 @yshoncom
B testracen ] tettoizen 3 testtorien
B e By we B s =
B e B B ama o
B - =g By aane

@ > FILE BROWSER > SETTINGS

Notification | Folder Change Subscriptions | Shared Objects Change Subsr:ﬂpt\uﬂs‘&emngs Account Information

Select folder

Name

O  hadroncloud-yuening-cstack

Visit the settings of the files page. Then go to the "Folder Change Subscriptions" tab
and click the "+" icon. This will take you to a menu that shows which folders the user is
subscribed to and gives the option to change whether or not they want to be notified
of changes.
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