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Getting Started

Getting Started

Introduction

Welcome to the Triofox server installation guide. This guide describes the installation
tasks for Triofox, which mobilizes your existing file servers.

Triofox includes Triofox Server, which runs on the Microsoft Windows server platform,
and client agent applications for web browsers, Microsoft Windows, macOS, and for
mobile platforms such as the Android and Apple iOS operating systems.

Overview

Triofox is a secure remote and mobile access solution that focuses on faster remote
access to on-premises file servers (also known as Cloud-enablement without a VPN).
It differentiates itself from other file synchronization and sharing (EFSS) solutions by
focusing on security, control, file servers and team collaboration. Triofox stands out
because it focuses on improving existing file servers, while competitors try to make file
servers obsolete. Impressive features include drive mapping, file locking, folder
permissions, single sign-on and Active Directory integration, which are often neglected
by the competition. Triofox makes file servers mobile and modern while maintaining
traditional file server features. Triofox performs particularly well in the following areas:

1. Integrate existing Active Directory user identity and retain NTFS security
permissions.

2. Provide on-demand access while respecting real-time read and write
permissions.

3. Mirror local network shares on file servers to enable teams to collaborate on
content in the cloud.

Provide virtual drive letters for file and folder access.
Provide protection against ransomware.
Enable offsite backups.

Provide file locking, version control, client encryption, and other advanced
features to manage all virtual drives.

N o gk
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Getting Started

Triofox Server is a software built on Microsoft Web Platform:

Windows Server

I1S (Internet Information Server)

.NET Framework and ASP.NET

WCF (Windows Communication Foundation)
PostgreSQL, MySQL, or Microsoft SQL Server

Since Triofox Server is built on the Microsoft Web Platform, it integrates very well with
other Microsoft components such as NTFS permissions for files and folders, Active
Directory users, and File Server network shares.

It provides file access and sharing capabilities via client agents for PCs, Macs, file
servers, web browsers and mobile devices. The client agent software for Windows and
Mac provides true drive mapping and volume mounting support that includes
advanced optimization for WAN (Wide Area Network) data transfer.

The services can be used in flexible combinations to meet different requirements.
There are two primary ways to deploy Triofox Server:

1. Deployinthe same site as the File Servers and Active Directory domain controllers:
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2. Deploy in a site remotely, such as Amazon Web Services EC2, Microsoft Azure, or

in a Data Center where the infrastructure is hosted:
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Getting Started

System Components

The Triofox server consists of three different system components (logical components
that can coexist on the same server). In the smallest deployment unit, the three
different components can coexist on a single machine (all-in-one deployment).

1. Web Server Component - The Triofox Server

The web server component is ASP.NET and WFC code hosted by IIS on a Windows
server. The web server component consists of two separate "sub-components":

e Web Node
e Worker Node

These subcomponents exist for historical reasons and there are still elements in the
Cluster Manager user interface that allow you to configure these subcomponents.

2. Database - Configuration Information and System Log

The database contains persistent information for the system. This persistent
information includes static configuration information such as the user name, file server
connection information, and Active Directory connection information. The database
also stores dynamic information such as the activity log, file change log, and audit
traces.

Triofox supports PostgreSQL, MySQL, and Microsoft SQL Server (DMBS) database
management systems. In the All-in-One installation, PostgreSQL is installed on the
Triofox server. The All-in-One installation is suitable for testing the software, but an
external database server is recommended for productive use.

3. Back-end File Storage - Where Files and Folders are Stored

The backend file storage component is the permanent storage location for files and
folders. There are two different types of storage services. One is managed by Triofox,
e.g. the default storage for the server. The other is imported storage, e.g. existing
network shares of the file server that were not managed by Triofox but can be
imported/connected into Triofox for remote and mobile access.

Copyright © 2022 Gladinet, Inc. 5
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First Time Install

If you are installing Triofox Server for the first time, we recommend the All-in-One
installation, where you prepare a clean Windows 2016/2019/2022 virtual machine
and run the installation with all default parameters. The All-in-One installation is the
smallest fully functional setup and can be used for a production environment with
<1000 users.

Step 1: Prepare the file store

The Triofox server connects your local file servers to your remote workers by providing
remote and mobile access with synchronization and sharing capabilities. So, the first
question is: What is your file storage solution?

Your file storage can be a Windows File Server network share or any storage device
that supports the CIFS/SMB protocol. It can also be iSCSI devices that you can mount
directly as drive letters in the Triofox server. It can also be a container inside a private
instance of OpenStack Swift, a bucket in an Amazon S3-compatible storage, or a
container from a Windows Azure Blob storage. You need to have the basic access
information ready. For example,

Windows File Server

If it is a Windows File Server, you need the UNC path to the network share and the user
credentials to access the folder.

If it is a local C: or D: drive, you need a local user credential that has full access rights
to the local folder.

OpenStack Swift

If it is OpenStack Swift, you will need the authentication URL and credentials. You also
need to know the version of your authentication setup, such as KeyStone V2 or
KeyStone V3, or just classic authentication.

Copyright © 2022 Gladinet, Inc. 6
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Amazon S3

If it is Amazon S3, you will need the access key and secret key and a bucket name. If
the access key and secret key are from an IAM user, you must ensure that the IAM user
has full permission to the bucket.

Windows Azure Blob Storage

You need the "Storage Account Name" and the "Primary Key" as well as a container
name.

The initial deployment of Triofox configures the backend storage to use the
C:\Triofox directory on the Triofox server. This default backend storage location
can be changed to another location at a later time by modifying the backend
storage of the default server.

Step 2: Prepare Active Directory (Optional)
If you are including Active Directory, you will need the following information:

o The DNS name (or IP address) of an Active Directory domain controller.
e A service account that can access Active Directory.
o The DNS name of the Active Directory domain.

If your Active Directory is local, the best practice is to join the Triofox Server
machine to the Active Directory Domain first before the installation starts.

If your Active Directory is located remotely with respect to the Triofox server, you
should use the Server Agent software to connect the Active Directory instead of
using LDAP to connect to the Active Directory.

Copyright © 2022 Gladinet, Inc. 7
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Step 3: Prepare the Database Server

If you are installing the All-in-One instance, you can skip this step because the All-
in- One installer installs a PostgreSQL server and configures the database
accordingly. See Step 5: Start Installation below for more about the all-in-one
installation. This step is only for installations with a separate database that is not
installed by default with a Triofox server in the server farm. All Triofox serversin a
server farm share a single central database.

For Triofox, the default database engine for the "all-in-one" installation is
PostgreSQL.

There are two places where persistent information is stored. The first place is the file
store mentioned in step 1. The second place is the Triofox database. The database
contains configuration information such as username, team folder, shared folder, and
login token.

The database also contains runtime information such as the audit trace and the file
change log.

The default installation of Triofox uses a local PostgreSQL database on the Triofox
server. We provide this option to make the POC (Proof of Consent) test installation as
easy as possible.

Currently, Triofox supports PostgreSQL, MySQL, or Microsoft SQL Server (DBMS)
database management systems. Some good reasons for using an external database
server are performance, scalability, and high availability.

Microsoft SQL Server

If you are using an external Microsoft SQL Server instead of the default PostgreSQL
All-in- One deployment, you must ensure that SQL Server authentication is configured
for Mixed Mode Authentication. The Triofox Server connection requires the use of a
SQL account, not a Windows built-in authentication account.

During the setup of the first Triofox Server in the server farm (the server farm can be
so small that it contains only one Triofox Server), the installer needs to create a

Copyright © 2022 Gladinet, Inc. 8
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database, create tables in the database, and create stored procedures in the database.
Therefore, a SQL security account with sufficient rights is required for the installation.

If the database server is located outside the Triofox server, make sure that the TCP
protocol is enabled, and the firewall is open for SQL connections. The default TCP port
is 1433 and this port must be open in the firewall. If your SQL server listens for
incoming connections through another port, this port must also be open instead of the
default TCP port.

MySQL Server

MySQL typically listens on TCP port 3306. Make sure this port is opened on the firewall.

PostgreSQL

The default TCP port for PostgreSQL is usually 5432, however this can easily be
changed in the PostgreSQL.

Step 4: Prepare the Triofox Server

The easiest way to prepare the Triofox server is to use a clean Windows Server
2016/2019/2022 OS with English locale. If you want to use multiple Triofox servers to
form a server farm, please make sure that the servers in the server farm are all in the
same time zone.

The Triofox server provides localization support for multiple languages, regardless
of the fact that the base Windows OS works with the English locale.

We recommend Windows Server 2019 or Windows Server 2022 as the preferred server
0S, running on a virtual machine.

o Supported Operating Systems
o Windows Server 2016
o Windows Server 2019
o Windows Server 2022

e Supported CPU
o 64-bit Intel or AMD x64 architecture

Copyright © 2022 Gladinet, Inc. 9
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o 2-virtual CPUs minimum (4 - virtual CPUs or more are
recommended)

e« Memory
8GB RAM minimum (16 GB or more is preferred)
« Hard Disk Space

100 GB minimum, preferably SSD. This assumes backend file storage is not
located on the Triofox server itself.

EC2 Server Type

If you are installing Triofox in Amazon Web Service (AWS), here is the minimum
AWS EC2 instance types we recommend for production use.

» t2.xlarge (general purpose, 4 vCPU, 16 GB)
» t3.xlarge (general purpose, 4 vCPU, 16 GB)

Please check the AWS EC2 Instance Types for more information.

Azure Virtual Machine Size Recommendation

If you are installing Triofox in Microsoft Windows Azure, here is the minimum
Azure Virtual Machine size we recommend for production use.

« D4a V4 (4 vCPU 16GB)
« Dd4as V4 (4 vCPU 16GB)
« D4d V4 (4 vCPU 16GB)
« DA4ds V4 (4 vCPU 16GB)

« D4v4 (4 vCPU 16GB)
Step 5: Start Installation

You can get the Triofox installation package from the Triofox customer portal (by login
to https://www.triofox.com/) and get to the Private Triofox section.

Copyright © 2022 Gladinet, Inc. 10
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@ My Triofox > DASHBOARD

My Triofox Deployments

&

Download and install Register a new cluster

@ v

triofoxlad delraytriofox

Log in to the Triofox server console (RDP or physical console are fine) with
administrator privileges. Once you click on the "Download" button in the customer
portal, the installer will appear either in the Downloads section or as a link at the bottom
of your browser. Click the executable file to start the installation.

Copyright © 2022 Gladinet, Inc. 11
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You will see the welcome screen.

@ Triofox Installer %
This wizard will guide you through the installation.
You will be asked a few questions about the different
options. Prerequisites may be downloaded and installed
The system may restart at the end of the installation.
Build: 9226
Gladinet, Inc. © 2020
Cancel
N
. 1 1
Click 'Next
And accept the EULA and click Next.
5 Trofox Installer b4

License Agreement
Last Modified: July 8, 2015

Gladinet Terms of Service

Please read these terms of service (these "Terms") carefully as they form a
contract between you (You and Your) and Gladinet (We or Our) that governs
your access and use of: (1) the hosted storage solution provided by Gladinet for
online storage, sharing and processing of files. data, text, audio, video, images
or other content (collectively, "Content"); (1) software provided or made
available by Gladinet (the "Software"); and, (111) any written or electronic
documentation provided or made available by Gladnet (the "Documentation”)
(collectively the "Service(s)").

By using any of the Services you agree to be bound by these Terms. If you
are using the Services on behalf of an organization, you are agreeing to these
Terms for that organization and promising to Gladinet that you have the
authority to bind that orgamization to these Terms. In that case, “"you" and
“your” will refer to that organization. You may use the Services only in
compliance with these Terms and only 1f you have the power to form a contract
with Gladmet and are not barred under any applicable laws from domng so. IF

YOU DO NOT AGREE TO BE BOUND BY THESE TERMS, YOU MUST

| agree

Back Cancel

Copyright © 2022 Gladinet, Inc.
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Select the path you wish to install Triofox to.

5 Triofox Installer X

Select the path you want to install to

C:\Program Files (x86)

If you have a proxy server to access the

Internet, please click N€"€ to setup proxy

Back Next Cancel

Then click Install.

5 Triofox Installer

Installing, it may take a while ...

Step 2 of 6: Check and install IS web server

0%

Enabling lIS-WebServerRole

|

Cancel
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Triofox will install and then you will need to restart your system to complete the
installation.

§ Triofox Installer X

Installation Completed Successfully

Restart now to make the new installation take effect.

Restart

After the installation, the server will need a reboot, a web browser will pop up for
the initial configuration.

Copyright © 2022 Gladinet, Inc. 14
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Initial Configuration

Configuration

When your server restarts, it will configure Triofox in the background and launch a web
browser with the next steps to set up your Triofox instance.

If you have an existing database, use the pull-down menu on the next screen to select
a different option, otherwise use the default setting, which will also install the
PostgreSQL database.

- X
v http://localhost/management/AdminDatabase.aspx ~ | | Search... 0o~ bk
+ Tricfox Enterprise Setup _
Configure Database
Default - all in one

Local installed PostgreSQL server will be used as the database service.

Default - all in one

My Sql
S0L Server
PostgreSQL

Copyright © 2022 Gladinet, Inc. 15
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In the next screen, create the default administrator's credentials and click CONTINUE.

' @ Triofox - Default Admin Account X

€ 2> C @b + / /InitAc aspx * O

& Create Default Admin Account

& Email (Your Login ID)

ﬂ Re-enter Password

O By signing up for Triofox you agree to the Gladinet TERIMS OF SERVICE

CONTINUE

@ triofox

©2008-2020 GLADINET, INC. ALL RIGHTS RESERVED,

Then you will be able to enter your Active Directory information or opt to Configure
Later.

' @ Triofox - AD Setup

€ 5 G @ locathosymanag ort s w O

/A Active Directory Integration

Please enter the Active Directory(LDAP) connection info

A 192.168.109.10

& administrator

ADVANCED SETTINGS

CONTINUE CONFIGURE LATER

©2008-2020 GLADINET, INC. ALL RIGHTS RESERVED,
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You will then be taken to the Triofox Dashboard.

@) Triofox > DASHBOARD

Fublished Shares
EB Fite Servess
LD Devices

B, vsers

@ Reports

£ senncs

@ Client Downlosds

Published Shares
You have | file share published.

Browse file server

My Website URL $¢ Edit URL

You and your users can access the published shares (and/or management console) from the
following web site URL:

Web File Browser: hitps //argo2 triofox lo/portal/files [

{

Admin Console: hitps./argo2 triofox.io/management/clusiermgreonsole

Device Backup Console: https://argo2 triofox io/management/clusterbackupconsole [

Statistics
Normal Users 5] > AssignedLicense [Tnal| >
Guest Users |E] > Devices \3 ¥
Groups @ > Roles ©@ >
Ransomware Protection Alerts x

No ransomeware protection related alerts in last 7 days.

Data Leak Protection Alerts ¢

No data leak protection related alerts in last 7 days.

[T i ughoads i kst 60 mirutes.
10

0s
o
05

-10
FES S LPI PSP

1
|
438
EELFFSEEEES &

[ e wponds n tast 24 bours

enmroad

") Garebwadth usage in ks 60 mnutes (Upkood)
1 Bytes.
058ytes
oBytes

058yt

Yo
PESLLELELELE

() Bandwiam usage = last 60 miutes Downkod)
1Bytes.
a5 Byes

0Btes.
05Bytes.

-1 Bytes.
FESIEGLPESLELE

Once you see the dashboard, the Triofox side of the setup is finished successfully. We
will continue to connect file server network shares and add users to the Triofox
solution, and make sure all components are fully functional.

&

ISR b W

@ Help

Triofox > DASHBOARD

External URL (https:/mydomain.com)

This sthe. 1 for

you are not sure what it should be.
® Use efauit tunneled dns

https:// argo2 triofox.io

O Usemy own public dns

https://argo2.triofox.io

APPLY

Copyright © 2022 Gladinet, Inc.
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External DNS is not configured for this Triofox server. By default, an external DNS
(secure https URL) is provided for you to use immediately to test functionality from
the public Internet. This way, you do not need to install an SSL certificate on the
Triofox server or open any ports in the firewall. This is good for testing or if you
have no way to secure your own SSL certificate or open ports on your firewall. We
recommend that you purchase your own SSL certificate and public DNS name if
you want to have a branded URL showing your own corporate domain. If you already
have a wildcard SSL certificate, you can also use it for the Triofox server.

Copyright © 2022 Gladinet, Inc. 18
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Fully Qualified Domain Name

Enable SSL

Install SSL Certificate

We assume that you have already set up your external Domain Name Service (DNS)
to point to a DNS name of the Triofox server and that you have already purchased
the SSL certificate with this DNS name. If not, you can acquire an SSL certificate
from your SSL provider.

We also recommend that you use https://www.ssllabs.com/ to test your SSL setup.
The SSL Labs website generates a report on whether the SSL certificate you
installed on the Triofox server is compatible with all devices, including mobile
devices such as iOS or Android.

You can also use openssl to check the SSL certificates and see if the entire
certificate trust chain is fully installed on the server side.
openssl s_client -connect server.yourwebhoster.com:443

Copyright © 2022 Gladinet, Inc. 19
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You install the SSL certificate via the IIS Manager. Search for "Server Certificates" and

double-click it.

Copyright © 2022 Gladinet, Inc.
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Click "Import" to import an existing SSL certificate. Leave the “Certificate Store” set to
"Personal” or "Web Hosting", either is fine.

g Server Certificates
Import...
Use this feature to request and manage certificates that the Web server can use with websites configured for 55L - Create Certificate Request...
. Complete Certificate Request...
Filter: -~ WGo ~ %Shm\rﬁ\ll | Group by: Mo Grouping ~
— Create Domain Certificate...
Mame lssued To Issued By Expiration Date Certificate Hash Certif
localhost localhost ~ 12/31/2039 6:59:50 PM A116168490F0454CD2EFTTFD2ABR08..  Perse Create el e e
Enable Automatic Rebind of
Renewed Certificate
0 Help
Certificate file (.pfx):
Select Certificate Store:
| Personal
[w] Allow this certificate to be exported
[<] m [>]

Certificate file [ pfx):

Cheertwwildeard_export_1_20_14.pfx

Password:

Select Certificate Store:

Web Hosting

[w] Allow this certificate to be exported

0K
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Verify that the certificate is available:

@i |2 |8 3’ Server Certificates

"_2 m;: soistraton) Use thes feature to request and manage certificates that the Web server can use with
O Apphcation Pooks Filter: « ¥ Go - (g Show Al | Groupby: No Grouping
48 Saes “Name Issued To - l;wedoy
pOD«uWQbShc locathost
b @ local3isd P

stargladinet

You can also verify the SSL certificate from the MMC/Certificates snap-in (Local
Computer).

@ Ele Action Yiew Favgrites VWindow Help
% 2im 0l &3
) Console Root lssued To s
4 g Centificates (Local Computer) )" gladinet.com
4 0 Personal
[ Cestificates
b ) Trusted Root Cestification Auth
b [ Enterprise Trust
b | Intermedsste Centification Auth
b ) Trusted Publizhers
b [ Untrusted Certificates
p ) Third-Party Root Centification 2
b (2 Trusted Pecple
b 2 Chent Authentication lssuers
b [ Remote Desitop
b 1 Seact Card Trusted Roots
b [ Trusted Devices
4 (] Web Hosting

Web Hosting store contans | centificate.
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Now you can bind the "Default Web Site" to the SSL certificate for HTTPS. Right click on

the "Default Web Site" and select “Edit Bindings”.

€5 » MODE1 »

File  View Help

% Server Certificates

Copyright © 2022 Gladinet, Inc.

ﬁi Start Page — Use this feature to request and manag
485 NODET (TSYS\administrator)
|2} Application Pools Filter: - ¥ Go
4 @ Sites Mame lsst
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b locald) 2l Explore *gl
D-o guota Edit Permissions...
& Add Application...
@ Add Virtual Directory...
Edit Bindings...
Manage Website
i3 Refresh
#K  Remove
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EI Switch to Content View
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In the Site Bindings dialog, edit the HTTPS binding.

Type Host Mame Port IP Address Binding Informa...
http 30 *
https 443 =

H

Now change the “SSL certificate” binding drop-down list to the imported SSL

certificate.

Type: IP address: Port:
|https v| |AII Unassigned v| |443 |
Host name:
[ ] Require Server Mame Indication
S5L certificate:
stargladinet v Select... View...
0K Cancel

Copyright © 2022 Gladinet, Inc.
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External URL
Now we can go back to the Dashboard and Edit URL to configure the external URL for
the Triofox server.

Triofox > DASHBOARD 16 i dey(s) eft. 2 1 system info

@

External URL (https://mydomain.com)
This is the external address that will be used for offsite access. Please consuit your IT administrator if

You are not sure what it should be.
® Use defaut tunneled dns.

https:// argo2 triofox.io

O Use my own public dns

https://argo2.triofox.io

SR BB W

APPLY CANCEL

@ Help

Copyright © 2022 Gladinet, Inc. 25
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For specific settings regarding the Worker Nodes, go to System Info at the top and then
access the Worker Node Count.

iofox > DASHBOARD > SYSTEM INFO 16 trial day(s) left. W @ System Info

,-
A%, Administrators >
Product Name Triofox > "5 Cluster Branding >
Assigned License Count  Trial ends in 16 days > L‘iﬁ} Cluster Settings >
Cluster Id H1 2kauSMpMB3utAOBKILISHINZ SAZUIZCRHLXPhtL 00sYoA20F T2tHEoWDhe [T Languages >
(\.;;, Anti-virus >
External Dns https:/fargo2.triofox.io @ 4
Email Service Default > Requests (Total) @ >
Database Info All-In-One: PostgreSQL (10.13) > Requests (Active) @ >
Woarker Node Count 1 > | Response Time >
Active Upload @ >
oot [ >
Windows Client 12.8.4549.52646/12.8.4552.52715 > Upload >
Server Agent 12.8.4549.52646/12.8.4552.52715 > Dowrlozd
Mac Client -/12.8.271 >
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@ Triofox > DASHBOARD > SYSTEM INFO > SERVER FARM 16 il day(s) let. 22 18 system Info

SERVER FARM Cluster Worker Nodes ~Cluster Web Nodes = Zones

Node Name (Computer Name) &

ec2amaz-htehidu

External URL (https://mydomain.com) &

https:/argo2.triofox.io

Internal URL (https:/mydomain.com) e

http://ec2amaz-htehidu

O Disable management functionality on this node

o Node Name

This corresponds to the host name of the triofox server. This doesn't need to be
changed.

o External URL

This is the external URL/DNS name that needs to be configured.

« Internal URL

This doesn't need to be changed.
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SSL Lockdown

Setup Worker Node for SSL

Login to the Web Portal as an administrator and select System Info at the top. You can
then click Worker Node Count to view Advanced Settings for the Cluster.

@ Triofox > DASHBOARD > SYSTEM INFO 16 trial day(s) left. ¢ @ System Info

~
A% Administrators >
Product Name Triofox > i Cluster Branding >
Assigned License Count  Trial ends in 16 days > 3% Cluster Settings >
Cluster Id H12kauSMpMB3utA03KILIGHNZSAuiZCRHLYPHLODS YcA20 F T2HEGVODRe [ @ Languages >
F\{/\/; Anti-virus >
External Dns https:/fargo2.triofox.io ] 3¢
Email Service Default > Requests (Total) @ >
Database Info AlHin-One: PostgreSQL (10.13) > Requests (Active) @ >
Worker Node Count 1 > | Response Time >
Active Upload @ >
Windows Client 12.8.4549.52646/12.8.4552.52715 > Upload >
Server Agent 12.8.4549.52646/12.8.4552.52715 > Pownlead >
Mac Client -/12.8271 >

Triofox > DASHBOARD > SYSTEM INFO > SERVER FARM 16 trial day(s) left. W @ System Info

SERVER FARM Cluster Worker Nodes Cluster Web Nodes ~ Zones

Advanced Settings

Always force SSL on Login
Always force SSL for Native Clients
O Do not follow incoming request DNS

(O Disable worker-node load balancing.

You may have already taken care of the load balancing at a different level (such as the DNS level), 5o you donit need worker-node load balancing

anymore. All the user interactions will stay at the same incoming worker-node.

Copyright © 2022 Gladinet, Inc. 28



Fully Qualified Domain Name

Now select "Always force SSL on Login"and "Always force SSL for Native
Clients" checkboxes.

If you are using the self-signed SSL certificate, the web portal is the only client that
allows you to log in after some SSL certificate warning. All other native clients, such
as Windows, mobile, and Mac clients, reject the connection.

If you have a load balancer in the front of the triofox server and offload SSL to the
load balancer. You will not need to check the 'Always force SSL' checkbox.
Otherwise, the connection may fail because SSL is already offloaded to the load
balancer.

You can also change the properties of the node.

SERVER FARM Cluster Worker Nodes Cluster Web Nodes  Zones
. —_— »
X
Database Alln-One P4 Node Name (Computer Name) @
ec2amaz-htehidu
Node Name
-~ ol =
| eczama‘meﬂ External URL (https:/mydomain.com) & " 3 <0
https://argo2 triofox.io

Internal URL (https://mydomain.com) &
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Fully Qualified Domain Name

The Node Name needs to match the hostname of the node.

Administrator: Command Prompt

Microsoft Windows [Version 10.0.17134.165]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\svstem32>hostname
tfdemo

C:\Windows\system32>

The External URL shall match the external URL for HTTPS. (If you do not have SSL
certificate installed yet, this can be HTTP for now).

The Internal URL will need to match the internal IP address or node’s private DNS name
and the HTTP or HTTPS protocol.
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Verify URL

Verify External URL, Internal URL, and the Node Name

Verify External URL

It is very easy to check if your external URL is set correctly. You just need to point your
web browser to the external URL and check that the Login Page is displayed, and no
SSL warnings appear.

You can also verify the external URL by performing a file share to your own email address
outside of the Triofox system. A file sharing invitation will be sent to that email address.
After you receive the email, click the link in the email and verify that the link points to the
external URL.

The external URL is used in the email sharing template. So with a simple file sharing
test, you can verify that the external URL is set up correctly.

Verify Internal URL

To check the internal URL, you can access the address on a computer connected to
the same network using your web browser.
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Verify Node Name

@ triofox

5 8
]

Forgot your password?

To verify that the node name is correct, you can right-click on a folder and use the Share"
option to verify that the email was received and correctly points to an external URL.

@ Triofox > DASHBOARD > CLOUD FILE SERVER > AWS

v Download

==

@ Download using downloader

0 copy

3 out

EI] Rename

TN
o

‘ E Triofox 108 Test

Move
ﬁ Delete

B

Document Test
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High Availability

High Availability

Add additional Triofox servers to the cluster

Adding an additional Triofox server is as easy as installing the first Triofox server. Run
the Triofox server installer on another server, specifying the same database as the first
server in the server farm.

Adding more Triofox servers to an existing server farm is optional.

If you only have a few hundred users, you do not need a second node from a
scalability perspective. The scaling point for adding a second Triofox server is 1000
users. Itis always best to scale vertically first, e.g., by turning a 2 CPU machine into
a 4 CPU machine and adding RAM to the Triofox server, before scaling horizontally
by adding more Triofox servers.

However, from a high availability point of view (HA), it may make sense to use a
second Triofox Server.

In the user interface, if you see cluster, it means the server farm

If you want to scale the cluster to more than one Triofox Server, you should use an
external database server. The "all-in-one" deployment with a local PostgreSQL
database is not intended for scaling or high availability.

A hardware or software load balancer is required if more than one Triofox Server is
deployed in a cluster.

All Triofox servers in the same cluster must use the same time zone.
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